IDENTITY ESSENTIALS

Easy ActiveSync Protection - without
Enterprise Mobility Management

Can you afford not to protect ActiveSync?

ActiveSync - the protocol for easy synchronization of e-mail, contacts,
etc., to your users’ private and corporate mobile phones - is an often
overlooked potential security risk.

If a user can easily set up access to important information without 2FA/MFA - so can
the hacker.

Our secure device provisioning solution supports Allow, Block, or Quarantine in Office 365
and Exchange Server 2013/2016/2019, and it helps thousands of organizations.

* Allow the use of private phones, but protect e-mail to prevent fraud

» Self-service module to get out of Exchange Server Quarantine

Intuitive self-onboarding

Secure device provisioning allows users to quickly and easily onboard new ActiveSync
devices by themselves without compromising security and without having to contact the
help desk for assistance. Entrust ensures simple, secure, user-driven device provisioning that
fits BYOD cultures perfectly and frees IT help desks from approving new ActiveSync devices.

No need for a complete EMM solution! Simplify life for your users by allowing them to onboard
their new device through their email in a convenient, secure way - without any friction.

LEARN MORE AT ENTRUST.COM


http://entrust.com

Secure Device Provisioning

There are three primary ways to access Office 365/0WA content:
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The Outlook client ActiveSync Browser
on PC/Mac via iPhone/Android/Tablet Office.com or OWA
50% of the time spent on e-mail 40% of the time spent on e-mail 10% of the time spent on e-mail

About Identity Essentials

Identity Essentials is the ideal multi-factor authentication (MFA) solution for companies seeking a
fast, cost-efficient solution to secure worker identities and enable their remote workforce. Essentials
is part of the Entrust Identity portfolio that also includes Identity as a Service and Identity Enterprise
for larger organizations with more complex use cases.

ABOUT ENTRUST CORPORATION

Entrust keeps the world moving safely by enabling trusted identities, payments, and data protection.
Today more than ever, people demand seamless, secure experiences, whether they’re crossing borders,
making a purchase, accessing e-government services, or logging into corporate networks. Entrust offers
an unmatched breadth of digital security and credential issuance solutions at the very heart of all these
interactions. With more than 2,500 colleagues, a network of global partners, and customers in over 150
countries, it’'s no wonder the world’s most entrusted organizations trust us.
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